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Privacy policies

You would need 76 working days to read 
the privacy policies of the online services 

you use in a year!

Privacy policies are:

• Written in a specialized legal language

• Long

• Boring

• Confusing (sometimes deliberately)
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Functionality-to-permission fidelity

SUSPICIOUS!!
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The Privacy Adviser aims to improve and facilitate the understanding of the
privacy policy and description texts of Android applications.

Why a Privacy Adviser?

How?

• Automatic inspection and analysis of documents

• Extraction and summarization of relevant information

• Use of Artificial Intelligence:

• Deep Learning models (DL)

• Large Language models (LLM)
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Functionalities

1. Summarization of documents

2. Annotation of documents

3. Scraper
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Summarization of documents: privacy policies

LLM-based summary, makes the language of the privacy policy closer to the user's
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Summarization of documents: descriptions

LLM-based summary, describes shortly the functionality of the app and highlights the 

required permissions
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Annotation of documents: privacy policies

Section-based search, the user can search the segments of privacy policy related to different 

types and uses of personal information

Identifier

Demographic

Location

Contact

SSO

User choice and control

Sharing with other companies

Access, edit and deletion

Commercial use

Data retention

Respect of the option not to track you

Changes of policy

International & Specific Audiences

Data security

Other

Types of personal information

City, postal address, e-mail 

address, phone number, etc.

Gender, age, etc.

Codes that allow identifying the

device used to access the service

Physical location of the user

obtained from sensors such as 

GPS, WiFi, etc.

Allowing another company (e.g.: 

Facebook) to manage the access

to the service

Uses of personal information

Examples:

• European (stronger privacy

enforcement)

• Children
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Annotation of documents: description

Storage

Camera

Call log

Contacts

Calendar

Location

Permission search, the user can search for permissions and retrieve the segments of the 

app description (if any) where the functionality requiring that permission is outlined

Permissions

SMS

Phone

Storage

Microphone

"Your conversations are organized in one place and saved on

your device for up to 90 days"

"Set an auto-reply message: Turn on Driving Mode to disable

message notifications# send an auto-reply message and even

let pre-selected contacts view your current location using

Glympse Personalize Your Conversations: Customize the

background with your photos# built in themes# fonts# colors# 

signatures and even conversation tones"

SMSLocationContacts
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Scraper: making it easier

Users can provide the URL of the application at the Google Play Store and the texts of the 

privacy policy and the app description will be scraped from it. Then, they will receive the 

complete analysis of the application automatically.

https://trustaware.trilateral.ai/ Available in English, Spanish, French, Italian and Romanian

https://trustaware.trilateral.ai/
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Demo
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THANK YOU!

cristian.robledo@treelogic.com
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