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What a National CSIRT does?

- NIS defines a baseline for national CSIRTs
... but implementation varies significantly

- Poland case: 3 national-level teams

- GOV: central government + critical infrastructure
- MOD: military-related

- NASK — CERT.PL: everything else
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Our constituents (simplified)

- Citizens
- Enterprises

- Local government

- Essential services
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Common threats (subset)
phishing, fraud

- Citizens <«

- Entferprises « ransomware

- Local govemmen’f?
- Essential services ~——_ espionage
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Our proactive services (subset)

_ Citizens -+ DNS firewall cyber hygiene
- Entferprises <«
- Local government « — nofifications ‘

- Essential services

T

vulnerability scans

threat intelligence
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What are we looking fore

- Information: CTl, vulnerable devices, anything relevant
- Tools supporting our work = force multiplier
- Products for our constituents:

- advisories
- best practices

- free tools, services
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Thank you for attention.

hitps://cert.pl/en/



https://cert.pl/en/
https://github.com/CERT-Polska/
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