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WHY MASTERCARD AND CYBER SECURITY? ST L

o \\“H PAR,
To completely secure the digital economy... : 3/ri«
. . ] v
we must protect every interaction beyond the transaction @
—across all industries — at all levels of the supply chain. S '
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3,420+  2x

Banks and financial
institutions monitored
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The number of organizations risk managing over
250 third-party relationships doubled in 2023
from 2020.1

13m+ 750,

Merchants monitored

Of business connections occur at the fourth and
4 O I fifth supply chain levels-2

Sourcel: The State of Third-Party Risk Management: 2024 Outlook. RiskRecon
by Mastercard. Source? Riskto the Nth-Party Degree: Parsing the Tangled e e <l
Web. RiskRecon By Mastercard.
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Industries

Mastercard Propriety Data. 2024
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OUR STRATEGY

Mastercard
Cybersecurity

Assess Protect

Assess risk exposure Protect against attacks Organize ecosystem trust

Understanding multi- Addressing risks using unique .
dimensional intelligence and multi-layered Orchestrating continuous
risks, vulnerabilities, and cloud-based defense technology improvement of global cyber -
threats at the speed of security and risk
business g
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ASSESS

Assess risk exposure

Helping organizations gain greater risk visibility within their bu
amongst their third-parties, and deeper into their supply chain.

HOW?
By understanding multi-dimensional risks, Solution offerings
vulnerabilities, and threats at the speed of
. Cyber Quant
business.
Cyber Front
WHY?

oL . . Cyber Insights
With increased supply chain connections, Y 2

organizations need steadfast ability to manage Safety Net

and assess risk at scale.

RiskRecon } --------------------- ¥V e
Our Al and machine learning technologies and
solutions empower businesses to continuously Onboard Risk Check
measure and monitor high volume risk,
overtime —enabling better standardization and
benchmarking. My Cyber Risk

T&E Risk Monitor

Systemic Risk Assessment
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PROTECT

Protect against attacks

Helping organizations and consumers address risks
using unique threat intelligence and multi-layered cloud-
based defense technology.

HOW?
Solution offerings

By leveraging threat intelligence and identity
monitoring sources to quickly alert, defend,

and resolve issues. [ Mastercard ID Theft Protection

WHY? Threat Scan

Today’s attackers and fraudsters are

developing and deploying increasingly [ RISkRBcor Threat Protaet &

sophisticated styles of attack.

To successfully counteract these threats,
organizations and individuals need greater
threat visibility and powerful, multi-layered
protection they can trust.
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ORGANIZE

Organize ecosystem trust

Helping businesses, individuals, and governments continually
improve cybersecurity knowledge and strengthen security
standards.

HOwW?

By orchestrating security improvement -
through industry collaboration and cyber for
good activities.

WHY?

Adversaries today are increasingly working
together to attack. Therefore, good actor
collaboration and information sharing has [ Governance and collabora i ]_
never been more important.

ZB |

Quantum security innovation 5]

As we are all connected, we are only as strong

as our weakest link. As experts, its our duty to

help others improve their defenses and overall
security posture.

Start-ups and small business

Cyber workforce
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OUR IMPACT

Bringing world-class cyber security capabilities and expertise to
build trust within the connected economy beyond payments...

270+ 5,000+

Channel and alliance partners Global customers

9%
200+ 049,

Countries

51%

Financial
Customers

Customer renewal rate

Customer reviews

1. 8. 8. 8.8

“Great product and fantastic customer success
advisors to help along the way!”

- Manufacturing Industry Customer, Gartner Reviewer Mastercard Propriety Data. 2024
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