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WithSecure

• Who We Are
• WithSecure is a European cyber security company serving the global B2B market. Our name isn’t just a name. 

It’s our promise. We will always be there for our partners—especially when it matters most

• Our Customers
• Our customers include IT service providers, MSSPs and businesses, large financial institutions, manufacturers, 

and thousands of the world’s most advanced communications and technology providers.

• Our Solutions
• We offer a unified cloud-based cyber security platform, WithSecure Elements, that protects against Malware, 

Ransomware, Advanced Persistent Threats, and more. Our products and services include Endpoint Detection 
and Response, Exposure management, Collaboration protection, Cloud management, and more.

• Our History
• While WithSecure as a company is relatively new, it was formerly the business unit of F-Secure. The two 

companies demerged in 2022 to put a higher strategic focus on serving the B2C and B2B markets separately.
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Activity Monitor – Positioning

• The Activity Monitor technology is being developed in Task 3.2 of TRUST
aWARE: “Dynamic attack detection”

• It allows to detect and counter attacks that evade traditional anti-malware
engines.

• Unlike many other endpoint detection and response (EDR) solutions, Activity
Monitor does not need to send high volumes of data to security backend and
does not require security expert supervision – so, very cost-efficient.

• Fighting ransomware is a major use case for Activity Monitor, so we selected it
for this demo.
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Activity Monitor – The approach

• Challenges: Threat actors implement very complex malware

behavior which is hard to track with low noise. Early detection

of malicious operations is difficult and often FP-prone, while

late detection is … late (may result in irreversible damage).

• Activity Monitor by design: “System view" on an executed

program. It follows the changes made by the program and all

its "children" (through so-called Activity Sessions).

• Activity Monitor traces all relevant changes and creates

shadow backups of file and system settings modifications.

• If the program behavior is recognized as malicious,

the Activity Session terminates the malicious processes and

reverts the changes to files, the Registry, and so on.
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Demo

• Activity Monitor is now utilized by two critical features:
• Server Share Protection - for file protection for shared folders use case

• Rollback - for endpoint protection use case

• Both features are available to all WithSecure Elements EPP users but 
are not enabled by default at the moment.

• This is to enable us to carefully manage adoption rates, giving us the 
flexibility to identify and address any potential bugs or issues as they 
arise.
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Server Share Protection demo
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Server Share Protection demo
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Rollback demo
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Rollback demo
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Questions?
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